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Chokepaint
Trust boundary
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Config data
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€ Cookie
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€ GET Data (Query String)
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IHttpModule § i+ Filter # &t -

Public Class MyHttpModule Implements IHttpModule

Public Sub Init(ByVal context As System.Web.HttpApplication)
Implements System.Web.IHttpModule.Init
‘2rp 12 DoAcquireRequestState = 2 &2 Request
AddHandler context.AcquireRequestState, AddressOf
Me.DoAcquireRequestState
End Sub
Private Sub DoAcquireRequestState(ByVal source As Object,
ByVal e As EventArgs)

Dim cookiel As HttpCookie =
request.Cookies("cookiel")

Dim cookie2 As HttpCookie =
request.Cookies("cookie2")

'S 7% cookie - R

"tv ¥thash




Dim salt As Byte() = _

Encoding.ASCII.GetBytes(ConfigurationManager.AppSettings(
"salt"))
‘¢ * Fp L3k o salt 2 password & J1 hash key
Dim key As New

Rfc2898DeriveBytes(ConfigurationManager.AppSettings("pass
word"), salt)
- key * ~ HMACSHALl# & /#
Dim myHash As New HMACSHA1(key.GetBytes(16))

myHash.ComputeHash(Encoding.ASCII.GetBytes(cookiel.Val

ue))

If Not
Convert.ToBase64String(myHash.Hash).Equals(cookie2.Value
) Then

Throw New ApplicationException("Cookie - 3%+
7 A pL")

End If

'‘i# * Regular ExpressionZ¥ 5 ¥ & ¢ 2% &2 5 ~

Dim pattern As String = "<.+>" 't & S ¥c? 47 3
<XXX> mﬁ%l ~

For Each field As String In request.Params.Keys

For Each value As String In
request.Params.GetValues(field)
If Regex.IsMatch(value, pattern,
RegexOptions.lgnoreCase) Then
Throw New ApplicationException("ﬁi%J »
¢ 72523 20" +value)
End If
Next
Next
End Sub
End Class
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RegularExpressionValidator #4178 % 7% Email f§ = m%p °

<asp:TextBox ID="txtEmail" runat="server"
MaxLength="30"></asp:TextBox>
<asp:RegularExpressionValidator ID="valEmail"
runat="server"
ControlToValidate="txtEmail"
ErrorMessage="Email ;%% &"

ValidationExpression="\w+([-+."\w+)*@\w+([-.]\w+)*\.\w+([-.]\
W+)*">
</asp:RegularExpressionValidator>

o AR iy ~ BREAN P AR A0 FlG AN FE R ARG
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Anti-Cross Site Scripting Library[ 8] -

TLE TR PE & e RO

Dim resumeStr As String =
ResumeManager.GetResumeContent(IdNumber)

‘i¢ * Anti-Cross Site Scripting Library fﬂiﬂ DTN R T
ResumeContent. Text =
Microsoft.Security.Application.AntiXss.HtmIEncode(resumeSt

)
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Date.TryParse R @ * 4 fj » chd piF iz~ 112 %

Date.Compare % S B¢ hE & £ F & £ & £ o

Dim dateBirthday As Date
If Not Date.TryParse(strBirthday, dateBirthday) Then

Throw New ArgumentException("2 P P #p $2 7% 45 32"
End If
If Date.Compare(New Date(Date.Now.Year - 30, 1, 1),
dateBirthday) < 1 Then

Throw New ArgumentException(" " Bt i fo i 2 = # s =
30"
End If

R

Bk TR G B pE o dew g Sk > A e 3 2R EF
T TR TR I OV B L R S S PN

FHESEA L 5 4o TN P BT o

Public Function SaveResumeData(ByVal id As String, ByVal
birthday As Date, ByVal phone As String, ByVal email As
String, ByVal resumeContent As String) As Integer
RAEREFELTSTE
If String.IsNullOrEmpty(id) Then
Throw New ArgumentNullException("ID 7 #
25
End If
If String.IsNullOrEmpty(resumeContent) Then
Throw New
ArgumentNullException("ResumeContent 7 ¥ 5 7 &")
End If
Dim connection As New
SglConnection(ConnectionString)




3

‘i¢ * parameterized SQL Statement
Dim sgl As String = "INSERT INTO RESUMES
(USER_ID, BIRTHDAY, PHONE,
EMAIL, RESUMECONTENT) VALUES (@uid,
@birthday, @phone, @email,
@resume)”

Dim command As SgiCommand = New
SglCommand(sql, connection)

command.Parameters("@uid ").Value = id

Return command.ExecuteNonQuery()
End Function
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